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Abstract 
Authenticated key agreement protocol must put in a nutshell of competent and strong cryptographic algorithm which is ensure 
confidentiality and integrity of message. Key Agreement Protocol using Elliptic Curve Cryptography provide significant 
development in cryptography to protect integrity, user anonymity  and confidentiality of data than RSA, DSA. To examine, at a 
fundamental level, the environment of existing key agreement protocol. So that improved elliptic curve cryptosystem addressing 
implementation of secure key agreement protocol with greater security. To study network security tools in order to establish key 
agreement between two party or multi party communications various techniques and algorithms for implementation elliptic curve 
cryptosystem are discussed. Therefore suggested protocol can apply on wireless network to condense the security, performance 
requirement and cost of computation. 
 
© 2016 The Authors. Published by Elsevier B.V. 
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1. Introduction  
     The rapid development of information technology  that was resulted in significant  advances  in cryptography   to 
provide    security features  such as confidentiality, integrity, access control, and non repudiation  of data. Elliptic 
curve cryptography is an alternative for conventional public key schemes  such as RSA, DSA and Diffie-hellman 
Key exchange  which provides highest strength with smaller key size which resulted in faster computation, low 
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power consumption, requires less storage, bandwidth  and memory. Such public key scheme provides methodology 
for efficient implementation of protocol for authenticated key agreement. EC arithmetic can be used to develop 
variety of elliptic curve public key based scheme including key exchange, encryption and digital credential. Key 
establishment deal with establishing a shared secret key between one or more parties. Key establishment is strongly 
associated with identification .Key establishment methods are of two types namely key transport and key agreement. 
In key transport only one communicating party established key where as in key agreement both commutating parties 
established key. Many authenticated and secure key agreement protocol have been proposed may contained 
weaknesses which oppressed   with active and passive kind of attack, so that continuous analysis of protocol is 
carried out to check sound working. There have been many attempts to create a formal methodology for 
authenticated key agreement protocol based on elliptic curve cryptosystem.  All active existing protocols based 
elliptic curve cryptosystems that are used for either key exchange or for ciphering. The intricacy of designing 
accurate protocols for authentication and key agreement is difficult to solve in any environment. This is particularly 
evident from the large numbers of published protocol which have later been found to contain various flaws. A 
variety of protocol specifically designed for use in   mobile environment has been proposed in recent year by many 
authors [25][26][27][28][29][30][31][32][33][34] .The remaining Section of this paper is planned as follows: 
Section 2 describes literature review   of elliptic curves, key agreement protocol, Section 3 discusses the main 
security consideration for elliptic curve cryptography, performance parameters, desirable properties and section 4 
analyze and compare the design methodology key agreement protocol using ECC for communication network, in 
section 5, Performance analysis parameters and properties of key Agreement Protocols are examined. Finally, 
conclusion is described.
2. Literature Review 
     Key agreement protocols are the common way for two communicating parties to achieve secure communication 
by establishing a session key to encrypt the data and exchange data among the communicating parties. In 2005, 
secure and scalable authenticated key exchange (agreement), Diffie-hellman key exchange with cryptographic  
assumption  protocol system in which during transmission controlling of  keys and management carried out[23-25]. 
In 2009, Id-based  authentication with key agreement schemes for mobile devices communication on elliptic curve 
cryptosystem based on pairing free, certificate less were discussed to overcome attack  [4][6][11][12][27]. In 2010 -
2012, Binary field is considered to be more suitable for hardware implementation of ECC than large prime number 
domain GF(p) and GF(2m). By analyzing the modular arithmetic in binary field and choosing the suitable algorithm, 
they exchange all the modular arithmetic to three types of modular arithmetic such modular addition, modular 
multiplication and modular square[16][35].
An Identity-based multi-server authentication with key agreement scheme without verification table on elliptic 
curve cryptosystem was proposed in electronic transactions, remote user authentication in insecure channel is an 
important issue[10][15][19][32]. In 2015, efficient and secure authenticated key agreement protocol based on 
elliptic curve cryptosystem for user anonymity, for UMTS network, grid network has been discussed. Novel mutual 
authentication scheme for session initiation protocol based on elliptic curve cryptography implemented  for 
controlling communication on the internet was proposed [31][34]. 
As technology is becoming more advanced and more integrated in everyday life new challenges are constantly 
emerging          
3. Performance Analysis Finite Field (Fp &F2
m)
     Elliptic curve based cryptosystems applications and protocols  relies on the elliptic curve group operations such 
as point  adding, point doubling and scalar multiplication(kP), Comparative Analysis of Elliptic curve cryptography 
over binary Field GF(2m )with the ECC  using Prime field. In an average, n -1 doublings and n -1/ 2 additions 
requires  in binary method where n is the bit length. The addition-subtraction algorithm performs n-1 doublings and 
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n-1/3 additions in an average which improve the speed of the Elliptic curve cryptography over binary field. So, 
number of instances also reduces in the binary method. However, the rate of change is much faster in binary more 
than the Elliptic curve cryptography over prime field. 
 Following graph shows the comparison analysis of Elliptic curve cryptography over binary field with Elliptic 
curve cryptography over prime field. Here Following graph shows, how much time taken by binary algorithm as 
compared with prime. Blue line indicates time taken by System using Prime field whereas Red line indicates time 
taken by system using Elliptic curve cryptography over binary field. 
 
Table  1 : Comparison analysis of ECC Algorithm over Binary and Prime Field(Time in micro seconds) 
 
Word Result_Ecc_Prime Result_Ecc_F2m 
hiii 0.109 0.078 
How are you 0.187 0.05 
Hru 0.218 0.031 
I'm Fine 0.218 0.046 
Hey 0.093 0.078 
Hello 0.203 0.062 
LoL 0.187 0.093 
ROFT 0.156 0.09 
BTW 0.109 0.046 
What abt u 0.125 0.078 
TTYL 0.187 0.062 
g2g 0.062 0.046 
bjiij 0.125 0.089 
asewgyy 0.172 0.076 
     In elliptic curve cryptography, scalar multiplication is the most time consuming operations like point addition, 
point doubling and scalar multiplication .Operational efficiency of scalar multiplication is directly proportional to its 
performance of elliptic curve cryptography. Hence from above analysis, it is summarized that elliptic curve 
cryptography over a binary field is much faster as compared with prime field[1-9].
 
 
Fig1. a : Comparison analysis of ECC Algorithm over Binary and Prime Field(Time in micro seconds) 
4. Design Methodology Authenticated key Agreement Protocols  
     Technical categories of Authentication with key agreement approaches are Password based key, Public key 
infrastructure based, Identity-based key, and Group key based exchanges. There are several challenges concerning 
key exchange and key agreement such as ensuring that the keys are exchanged between dispatcher and recipient 
perform Encryption and Decryption, Preventing an eavesdropper from getting to know the key. Give the receiver 
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some proof that a message was encrypted by the party who claims to have sent   the message [1-15][34]. The 
proposed scheme is divided into six algorithms: 
x Setup, Set-Secret-Value,  
x Partial-Private-Key-Extract,  
x Set-Private-Key, Set-Public-Key, 
x Key-Agreement. 
4.1.  Practical &Efficiency comparison analysis of  key Agreement Protocols 
     There are three major categories of key agreement schemes defined in the standards [1-16]like Two-Party, one-
Party, no ephemeral keys Participation. In addition desired security features and implementation requirement 
parameters to be considered such as Mutual Authentication, on-repudiation of Service, Confidentiality, Anonymity 
of User, Physical Requirements, Terminal Security. 
Table 2: Practical &Efficiency Comparison of Authenticated Key Agreement Protocol 
5.  Performance analysis of key Agreement Protocols based On Elliptic Curve Cryptography 
This section consists of key agreement protocols based on Elliptic curve Cryptography with detailed and brief 
explanation,  also contributes the issues while designing a Protocol. Table number two mentioned below gives 
thorough explanation of comparisons of mechanisms. 
5.1. The designed protocol should achieve the following goals by the end of a successful run[1-15]: 
x Mutual authentication between server and user; 
x Agreement between user and server on a secret authentication key to protect the data used in mutual 
authentication process; 
Properties AKA[10] AKA[15] AKA[14] AKA[17] AKA[18] AKA[19] AKA[20] 
Mutual 
Authentication 
Yes Yes Yes Provided Provided Provided Provided 
Key agreement Yes Yes Yes Yes Yes Yes Yes 
Certification 
computation 
Yes No No No No No No 
Parings  
computations 
No No No Yes No No No 
Computation 
Cost(user side) 
3PM+2PA
+1MM 
1PM+2PA 3PM+2
PA 
12PM 10PM 10PM 6PM 
Communication 
rounds 
3 2 2 3 2 2 2 
Bandwidth 2P+2p 2P 2P+2p 2P+2p 2P 2P P+H 
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x Non-repudiation of origin by user for relevant data sent from user to server; concurrence between 
communicating parties  on a secret session key which will be used to encrypt data sent by each party;  
x User confidentiality and user anonymity. 
 
 
Table3: Technical Sheet AKA Mechanism comparison based on No. of Mechanism 
Parameters EC-AKA SE-AKA Standard AKA 
Security 1 2 3 
Cost 1 3 1 
Overhead 2 3 1 
Delay 2 3 1 
Performance 2 3 1 
 
Table4: Security Comparison Design schemes of attacks 
 
Security Properties [11] [12] [13] [14] [15] 
Proposed 
Scheme 
Stolen-Verifier attack  ¥ ¥ ¥ ¥ ¥ ¥ 
Impersonation attack  x ¥ ¥ ¥ ¥ ¥ 
Session-key perfect forward secrecy  x x x ¥ ¥ ¥ 
Insider Attack  ¥ ¥ ¥ ¥ ¥ ¥ 
Clock synchronization  x x x ¥ ¥ ¥ 
Replay attack  x x x ¥ ¥ ¥ 
Many logged-in users  x x ¥ ¥ x ¥ 
Known Session-specific temporary information  x x x x x ¥ 
Known key attack  ¥ ¥ x ¥ ¥ ¥ 
Denial of service attack  ¥ ¥ ¥ x ¥ ¥ 
Mutual Authentication  x ¥ ¥ ¥ ¥ ¥ 
Session Key Exchange  ¥ ¥ ¥ ¥ ¥ ¥ 
No Verification Table  ¥ ¥ ¥ x ¥ ¥ 
User’s Anonymity  x ¥ ¥ ¥ ¥ ¥ 
Revocation Phase  x x x ¥ ¥ ¥ 
Outsider attack  x x x x x ¥ 
Forgery Attack  x x x x x ¥ 
Key Control  x x x x x ¥ 
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    Protocols are analyzed using properties  such as Known session keys, Perfect forward secrecy, Unknown key-
share, Key-compromise impersonation, Loss of information, Key control, Identity  assurance, Computational 
efficiency and  Communication efficiency. EC-AKA deduce 95 % less Processing when compared with SA-
AKA[2]. 
 
 
Table 5. Comparison analysis of Computation Cost 
Computation Type Authentication Registration 
[11] 8PM+5PA+8H 1PM+1H 
[12] 7PM+4PA+12H 1PM+1H 
[13] 8PM+4PA+11H 1PM+4H 
[14] 7PM+4PA+6H 1PM+1H 
[15] 7PM+2PA+10H 1PM+1H 
Proposed Scheme 7PM+2PA+4H 1PM+1H 
 
Authentication and registration computed based on operation of point multiplication, point addition  and hash value  
calculation . 
6. Conclusion  
In this paper, comparative analysis of various key agreement protocols carried out based on practical and efficiency 
measures of key agreement protocols. Also performance analysis of existing key agreement protocols based on ECC 
have been carried out for different security properties to detect their weaknesses. It is observed that, If a  protocol 
prone to attacks,  it may not work appropriately and hazards the security . The proposed scheme will improve the 
successful run of key agreement protocol without affliction of any kinds of attacks like eavesdropping, modification, 
replay, and denial of service, cryptanalysis and many more. In Future the proposed authenticated key agreement 
protocol will develop and tested for performance and security requirements for wireless communication. 
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